Jol Jas

doadio -V -)

P Egd9e by 9 gy -V -

Sl ples ol Jaio Copinl 44T casd o ol 0 a5 48 o Su; Sledlbl pac o b
el 00ls o xSy Sledbl (6,la8 ST il Sl e gl as” Jl jo 0)ls 0g5 liws ol ol
vt il j3m 5 ol alar 5 el g A o el 03,5 0155 1, Sl 3] (6l
Ol il g (cogas @y 9590 50 b (SIS Gl Lo 5 )18 obo, 9,90 HLeMbl g o5l
it O3 A Sl 03,8 (il gl pleel, JLis 4 i ]

ol o 4 Voamio SYLI oo g9y Olidsy b a5 Sloj 00,5 o » V220 Jlu 4 Tor 53
20,5 )15 (5 )5li8 5l (5902 g5 anmsi 55, DARPA) T el aid gy Slinions sl (il
olas lao 5 5 b 5l S35 jgue p e ol (pl 0,5 oo Jledo | Ll 4 S35 b, oS
S)ge Salis g odliw ;b Al 350 )0 (5650 bl IS ul 5l B g walie 4 o, I S
ol A ] n 3,5 oy 1, b5 ples e SLolid 5o o 5 ] o 410
bl 6,80 cuz (e Sy Gl Gl sbml aSly g sogas o Casi ol )5 (5,5l

By 6w 3l oy (g wliil

1US Office of Naval Research
2 Defense Advanced Research Projects Agency



1S oS m sl TOM a5id o9 ulitl 09 ce ooliiel Koo (6 beam 5 Vlad copl5 (5 e
OHlas eSS g 1) ulas Dlegoge wiS Cdasle 1,550 plyp 0 095 Olbly )| 5l aales o
u‘» WS edasls Cogd ulﬁ)l.w ﬁ‘ﬁ e »)3_‘> 6@5.@9' o> )| 9 ..\.s)J 99 ‘) )WL“" WSS k.)Lo.o}‘
Iv] el

S8 350 a5 Sz o) 5l yeS 50,5 LS g sed |y Cancs (peul o oo TOT a5 Coadly oy
g 00laiwl s gl gzl Oledbl 5l g 0,5 |18 alem 5,90

V] 555 5l (ol 3 (e s liore 103 S ot (ol ) gy S5 &1 (5

RN 4.’.»...:5;

[3] ez sl pms 50 Tme gm0 Voo e 51 i b etansl 05290 olidl (ol 4 0 5555 o
) S35 laalls 5, 2 9 w8 (oo @l il )5 e laas sl 1) el (bl ) wleas
[4] &5 o Jom

w3 ge (L 1 TOT 5Ly (b e (b 5l S led 5 S0

D - Destination
OP - Onion proxy
OR - Onion router

— - Connection
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" Congestion Attacks End-to-end Active Attack
8 Timing Attacks End-to-end Active Attack
® Fingerprinting Attacks Single-end Passive Attack
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10 Denial of Service Attacks Single-end Active Attack
1 command & control
12 Supportive Attacks Not classified
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Year Attack Category

2016 Sybil Attack Supportive Attack

2015 Guard Selection Attack Supportive Attack

2015 RAPTOR Attack Correlation Attack + Supportive Attack
2015 Torben Attack Correlation Attack/ Side-channel Attack
2015 Circuit Fingerprinting Fingerprinting Attack

2014 The Sniper Attack DosS attack

2014 BotNet Flooding Attack DoS Attack

2014 Relay Early Attack Correlation Attack

2013 CellFlood Attack DoS Attack

2013 Hidden Service Attack DoS Attack

2012 Indirect Rate Reduction Attack Timing Attack

2012 HTTPOS Website Fingerprinting Fingerprinting Attack

2012 StegoTorus Attack Supportive Attack

2011 HTTP-based application-level attack Correlation Attack

2011 Packet Size Attack Supportive Attack

2011 Bad Apple Attack Correlation Attack

2011 Loop Attack DoS Attack

2011 Throughput Fingerprinting Fingerprinting Attack

2010 Traffic Analysis Attack Correlation Attack

2010 Bandwidth Estimation Attack Correlation Attack + Timing Attack
2010 Passive Linking Attack Correlation Attack

2010 Client Location Attack Correlation Attack

2010 Adaptive Surveillance Attack Correlation Attack

2009 Cell Counter Based Attack Correlation Attack

13 Revealing Hidden Services Attacks Not classified
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2009 Protocol-level Attacks Correlation Attack + Supportive Attack
2009 FortConsult Security Attack Correlation Attack
2009 Bayesian Traffic Analysis Attack Correlation Attack + Supportive Attack
2009 Practical Congestion Attack Congestion Attack
2009 Website Fingerprinting Fingerprinting Attack
2009 Bridge Deanonymization Attack Supportive Attack
2009 Link-Based Relay Selection Attack Supportive Attack
2009 Tor Authentication Protocol Attack Supportive Attack
2009 AS Awareness Attack Correlation Attack + Supportive Attack
2008 Route Fingerprinting Fingerprinting Attack
2008 Package Spinning Attack DoS Attack
2008 Replay Attack Correlation Attack
2008 Passive logging Attack Correlation Attack
2007 Low Resource Routing Attack Correlation Attack
2007 Connection Start Tracking attack Correlation Attack
2007 Packet Counting Attack Correlation Attack
2007 Stream Correlation Attack Correlation Attack
2007 Packet Timing Watermarking Attack Correlation Attack + Timing Attack
2006 Clock Skew Attack Revealing Hidden Services
2006 First Node Attack Revealing Hidden Services
2005 Congestion Attack Congestion Attack
2004 Predecessor Attack Supportive Attack
2004 Intersection Attack Correlation Attack
2003 Active n - 1 Attack Correlation Attack
2003 Website Fingerprinting Fingerprinting Attack
2003 Robust Watermark Correlation Attack Correlation Attack + Timing Attack
2003 Statistical Disclosure Attack Correlation Attack
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First node
attack [95]

Lawyer-based Clock Skew
Attack Atack [88]

Revealing ) Relay Early Replay At-
Hidden Attack [8] L
Services
Attack Fingerprinting

Attack [113]

Raptor
Attack [120]

De-
Tor attack anonymization
Attack

CellFlood

Attack [13] Sy Attack [54 Congestion

54]
tack [100] Attack [46] Bad Apple
Attack [21]

DoS Attack

Botnet )
Flooding Supportive
Attack [63] Attack

Sniper
Attack [65]

Attack [14]
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What is Tor Browser?

The Tor software protects you by bouncing your communications around
a distributed network of relays run by volunteers all around the world: it
BROWSER prevents somebody watching your Internet connection from learning what
sites you visit, it prevents the sites you visit from learning your physical
location, and it lets you access sites which are blocked.

DOWNLOAD

‘ g Tor Browser lets you use Tor on Microsoft Windows, Apple MacOS, or
or Browser

GNU/Linux without needing to install any software. It can run off a USB
flash drive, comes with a pre-configured web browser to protect your
anonymity, and is self-contained (portable).

Installation Instructions
Microsoft Windows * Apple MacOS * GNU/Linux Do you like what we do? Please consider making a donation »
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