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MODEL STRUCTURE

LAYER | Input -> Output Activation
FC_1 512 <-784 ReLU
FC_2 128 <-512 ReLU
FC_3 32 <-128 ReLU
FC_4 classes# <- 32 SoftMax
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MODEL’S TRAINING PARAMETERS

OPTIMIZER Adam
LEARNING RATE 6e-5
EPOCHS 25
CRITERION CrossEntropyLoss

o (3lw ooly mae 4l (hjgel sla el )b ¥ Jgux

(o).o.’a ) Sl ool ul?b..:‘ YAY ).’L..J L 41&5&) U"‘ 99,9 |).> RN C.May L4

Sl o) 5l eolaiwl JJo g ol Oglite g5l Jbd &b ST Y 0 > auas sy @

(6 703 0) (S 3uios alogit pogae o)l dles o)




FGSM dlo> LS}L“ ool,.‘.g’ ACT

MLGA S8 al> 10 oslo u‘-’)B-“T Al (89, 2 FGSM al.> LSJL‘” ooL,:.;: RV g u.:‘ I
Oy dos opl plosl Gl oS adlhe |y Alie ol 0sles oo alos g9 cpl b yiien olsl sl
sloul 1) laioe sals cwdige pg <] backpropagation b g oS acwlxe 1) Lol 5 b caods
WS alal Lol pgai ) g w9 0S|

|, Sl o2l S slom] i e 5 ol 295 licn olasl b 55 Sasle 0¥ Sy ¢yobiie ol (sl
a3 b b aslol )3 acans (63959 Joao 1) ngal g 00,5 adlal (09,9 pgad 4

S dwles gi gl |y Al 38 e 9 00,5 anule |, Lol 3 algs oo CrossEntropyLoss
599,59 b Ll 5o 0090 Cavas |y ool cwdige o 9uly3 oo delta = epsilon*SignOf(loss) b (e
@) Ookel el Jlade 8 pd; salys Ojg0 ales pl @Sl 4 558 (nl ol e 4 gl (ol
bl -2 03b 0 el cpl ke aams 18 Wil olgid

def fgsm(model, X, y, epsilon):

Construct FGSM adversarial examples on the examples
:parameter

model: Your DNN model

X: Input example(s)

y: Ground truth labels

epsilon: A float number

return epsilon * delta.grad.detach
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import numpy as np

import matplotlib.pyplot as plt

from sklearn.datasets import make gaussian_quantiles
from sklearn.model_selection import train_test_split

np.random. seed(42)

X, y = make_gaussian_quantiles(n_samples=300, n_features=2, n_classes=2, random_state=42)

X train, X test, y train, y test = train_test split(X, y, test size=0.2, random_state=42)

plt.figure(figsize=(8, 6))

plt.scatter(X[:, ©], X[:, 1], c=y, cmap=plt.cm.Paired, marker='o', edgecolors="k")
plt.title('Nonlinear Separable Data (make gaussian quantiles)')
plt.xlabel('Feature 1)

plt.ylabel('Feature 2")

plt.show()
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import numpy as np
num_points = 1000

x_values = np.linspace(©, 4 * np.pi, num points)
y values = np.sin(x values)
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