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CREATE TABLE [tb_pages](
[id] VARCHAR NOT NULL,
[className] VARCHAR NOT NULL,

[constructor] TEXT,



[created_date] BIGINT,

[status] INTEGER NOT NULL,
[type] VARCHAR NOT NULL,
[order] INTEGER NOT NULL,
[parent_page_id] VARCHAR,
PRIMARY KEY([id], [className]));
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CREATE TABLE “tb_page_property” (Cid" INTEGER PRIMARY KEY AUTOINCREMENT ,
‘page_id’ VARCHAR NOT NULL , ‘name’ VARCHAR NOT NULL , ‘value’ TEXT )

CREATE UNIQUE INDEX “unique_page_id_name™ ON “tb_page_property" ( “page_id’, ‘name’ );
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{hasFloor":false"} floor
{hasPassword":false"} password
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CREATE TABLE “tb_resource’ ("name’ VARCHAR, “type’ VARCHAR , “value’ BLOB , PRIMARY
;KEY (‘name’) )

al y2j ©yguar digas yok Jod2 yal )3 Name yaslio

value type name rowid
[BLOB_DATA] ICON | /external/icons/default/54/FFFFFF.png 152
[BLOB_DATA] ICON | /external/icons/default/56/FFFFFF.png 153
[BLOB_DATA] ICON | /external/icons/default/57/FFFFFF.png 154
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CREATE TABLE “tb_settings’ (‘"name’ VARCHAR, “value’ TEXT , PRIMARY KEY ("name’) );
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rowid
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mobileAppType
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1 generated_products 16
1 generated_plugins 17
05/26/2022 20:24:58 modified 18
30 screensaver_timeout 20
[{"name": "PORT1"}, {"name": "PORT2"}] availablePorts 21
None screensaver_type 22
/external/icons/default/logo/Lotus.png logoPath 23
[INVALID_DATA] restrictions 24
MERCHANT_LOGO appType 25
{"latitude":35.7385228,"longitude":51.4502705,"googlePlace | location 26
Id":"FKaRh2FtbMSxaywgRGluw6cgU5suLCAzNDc5NCDDNnG1
yYW5peWUvxLBzdGFuYnVsLCBUdXJrZXkiLiosChQKEgIRwWmT
wpMjKFBFEgGEIO9D3QMRIUChIJjycPZFrOyhQRpmCRKAT9ea
w","googleUrl":"https://maps.google.com/?q=%C3%9Tehra
n/%C4%B0Tehran,+Iran&ftid=0x3f8e03004a489359:0xf23d
cl6ed0613add","googleAddress":"Lotus, Build., 34774

Tehran/Tehran,

IRAN","country":{"code":"IR","name":"IRAN"}}

Lotus SA 10" Touch Panel productName 27
23 productId 28
LOTUS merchantName 29
en system_language 30
LTS10SA product 31
125 version 32
[INVALID_DATA] availableInputs 33
300 backLightTimeout 34
18 merchantld 35
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CREATE TABLE “tb_products™ (‘id" INTEGER , ‘name” VARCHAR, “code” VARCHAR ,
‘iconPath VARCHAR , "ports’ VARCHAR, “inputs” VARCHAR, ‘restrictions VARCHAR ,
‘images’ VARCHAR , “b2bld" INTEGER , PRIMARY KEY (Vid*) );
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rowid 23




id 23

name Lotus SA 10" Touch Panel

code LTS10SA

iconPath assets/img/icons/products/10.png

ports [{"name": "PORT1"}, {"name": "PORT2"}]

inputs [INVALID DATA]

restrictions [INVALID_DATA]

images {"resolution": "1280/800", "logo": "400/400", "dashboardLogo":
"530/400"}
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tb_controls Jga> ;5 61c3dfce-b368-4391-959f-€992d84931d3 awlild L Ggd JyisS Jlio (gly
Sl 513 (page_id) (3,9u015 by BUI by g (gl a5y 42 )3 JyiiS ¢yl &5 sl paduine 9 3515 3929
tb_controls Jga>

CREATE TABLE [th_controls](

[id]l VARCHAR NOT NULL, [className] VARCHAR NOT NULL, [controIName] VARCHAR
NOT NULL, [constructor] TEXT, [created_date] BIGINT, [status] INTEGER NOT NULL, [order]
INTEGER NOT NULL, [page_id] VARCHAR, [device_id] VARCHAR, PRIMARY KEY([id],
[className]));

2315 1) 535 Olelbl wilido (& (oiw 3 Haw O jd (G99 J)isS digas il

Olxudgs BIAEY O9aw

83 rowid

,J):.,.S dwlud 61c3dfce-b368-4391-959f-e992d84931d3 id
S oolS Eg5 com.lotus.sdk.block.lOSwitchBlock className
OSW b JyisS pb SwitchPlugin | controlName
(1| constructor

1.74541E+12 | created_date

Canudg 1 status

Candys 3 order

43)9 dwlud 5314931d-ef14-45a5-8db6-1623277f1dbc page_id
device_id

1wl 834 aduie th_ports Jgas )5 J,iS o 4 bgiye (gl )93 9 b JyisS oy bLS)
JyiS awlis control_id g )9y dwliis id

CREATE TABLE “tb_ports™ (Cid® VARCHAR NOT NULL , “created_date™ BIGINT , “port_type
VARCHAR NOT NULL , “control_id® VARCHAR , PRIMARY KEY (id") );

ML 5 92 ¥ §98 JyiS

rowid id created_date port_type control_id

189 23ace3e0-92b8- 1745410968257 OUTPUT 61c3dfce-b368-
43f0-8c49- 4391-959f-
6bf365fdede3 €992d84931d3

276 7762a7f6-f5f6- 1745410968257 INPUT 61c3dfce-b368-
4df1-9287- 4391-959f-
bff426446f42 €992d84931d3
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CREATE TABLE “tb_port_property” ('id" INTEGER PRIMARY KEY AUTOINCREMENT , “port_id"
;VARCHAR NOT NULL , ‘name’ VARCHAR NOT NULL , “value” TEXT )

;CREATE UNIQUE INDEX “unique_port_id_name’ ON "tb_port_property" ( "port_id’, ‘'name’ )

port_id ¢ygiw y> )9y dwlich

23ace3e0-92b8-43f0-8c49-6bf365fdede3 w)qg,

value name port_id id | rowid
out name 23ace3e0-92b8-43f0-8c49- | 478 478
6bf365fdede3
1 order 23ace3e0-92b8-43f0-8c49- | 479 479
6bf365fdede3
{"default":"out","en":"out"} titles 23ace3e0-92b8-43f0-8c49- | 480 480
6bf365fdede3
7762a7f6-f5f6-4df1-9287-bff426446f42 v)q,
value name port_id id | rowid
In name 7762a7f6-f5f6-4df1-9287- | 475 475
bff426446f42
1 order 7762a7f6-f5f6-4df1-9287- | 476 476
bff426446142
{"default™"in","en";"in"} titles 7762a7f6-f5f6-4df1-9287- | 477 477

bff426446f42
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CREATE TABLE “tb_plugins® (Cid" INTEGER , “group_id" INTEGER NOT NULL , ‘name’
VARCHAR, “title" VARCHAR, “uri' VARCHAR, “available_products® VARCHAR , “color’
VARCHAR, “iconid’ INTEGER , ‘order’ INTEGER , “state’ INTEGER , "version’ INTEGER , "data’
BLOB , PRIMARY KEY (Vid’) );
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S g ) 0253 09,5 Alg5 (0 th_plugingroups Jga ;I

CREATE TABLE “tb_plugingroups™ (Cid" INTEGER , ‘name’ VARCHAR, “iconClass® VARCHAR,
“state” INTEGER , “order’ INTEGER , PRIMARY KEY (id’) );

) th_devices Jgaz ;o il wlelbl a5 a3, 1) 824 iy, (s )81 Cuduw Oledbl 00 Gualgss Joaz>
1394 (50 (51> &5

CREATE TABLE [tb_devices](
[id] VARCHAR NOT NULL
[className] VARCHAR NOT NULL,
[constructor] TEXT,
[created_date] BIGINT ,
[status] INTEGER NOT NULL ,

PRIMARY KEY([id], [className]);)
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tb_device_property :

CREATE TABLE “tb_device_property” (Cid" INTEGER PRIMARY KEY AUTOINCREMENT ,
“device_id® VARCHAR NOT NULL , ‘name’ VARCHAR NOT NULL , “value® TEXT );

CREATE UNIQUE INDEX “unique_device_id_name™ ON “tb_device_property" ( “device_id",

‘name’ );
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import crypto from 'crypto’;
import fs from 'fs';
import { promisify } from 'util’;

readFileAsync = promisify(fs.readFile);

initVector: string = process.env.INIT_VECTOR || '';
initKey: string = process.env.INIT KEY || '';

export Crypto {

MD5Hexbyte (byteArray: Buffer) {
return .bytesToHex(crypto.createHash('md5").update(byteArray).digest());

MD5HexFromString(str: string) {
.MD5Hexbyte (Buffer.from(str));

MD5FilePath(filePath: string) {
try {

fileData = fs.readFileSync(filePath);

hash = crypto.createHash('md5");
hash.update(fileData);
return .bytesToHex(hash.digest());
catch (error) {
console.error('Unable to process file for MD5:', error);
return i

MD5Hex (buffer: Buffer): string {
return .bytesToHex(crypto.createHash('md5").update(buffer).digest());




public static async MD5File(filePath: string): Promise<string
try {
const fileBuffer = await readFileAsync(filePath);
return this.MD5Hex(fileBuffer);
} catch (error) {
console.error(error);
return null;

public static MD5HexToUUID(hexString: string): string {
const MD5Hex = this.MD5HexFromString(hexString);
return " ${MD5Hex.substring(@, 8)}-${MD5Hex.substring(8, 12)}-
${MD5Hex.substring(12, 16)}-${MD5Hex.substring(16, 20)}-${MD5Hex.substring(20)} ;

}

private static bytesToHex(bytes: Buffer): string {
return bytes.toString('hex');

}

public static encrypt(str: string, initVector: string, initKey: string) {
try {
const iv = Buffer.from(initVector, 'utf-8');
const key = Buffer.from(initKey, 'utf-8');
const cipher = crypto.createCipheriv('aes-128-cbc', key, iv);
let encrypted = cipher.update(str, 'utf-8', 'base64');
encrypted += cipher.final('base64');
return encrypted;
catch (error) {
console.error(error);
return null;

public static decrypt(str: string, initVector: string, initKey: string) {
try {
const iv = Buffer.from(initVector, 'utf-8");
const key = Buffer.from(initKey, 'utf-8');
const decipher = crypto.createDecipheriv('aes-128-cbc', key, iv);
let decrypted = decipher.update(str, 'base64', 'utf-8');
decrypted += decipher.final('utf-8");
return decrypted;
catch (error) {
console.error(error);
return null;




encryptWithContants(str: string) {
.encrypt(str, initVector, initKey);

decryptWithContants(str: string) {
.decrypt(str, initVector, initKey);

convertSerilaNumberToSerialld(serialNumber: string) {
return .MD5HexToUUID(serialNumber);

convertSerilaNumberToSecurityKey(serialNumber: string) {
encriptedSerialNumber = .encryptWithContants(serialNumber) || '';
return Crypto.MD5HexFromString(encriptedSerialNumber);

}




